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Who	
  are	
  we?	
  

Farncombe	
  specializes	
  in	
  digital	
  TV	
  services	
  and	
  offers	
  high-­‐calibre	
  technical,	
  
strategy	
  and	
  content	
  security	
  consul)ng,	
  as	
  well	
  as	
  implementa)on	
  and	
  
tes)ng	
  services.	
  Founded	
  in	
  the	
  early	
  1990s,	
  the	
  company	
  has	
  a	
  global	
  100-­‐
plus	
  client	
  roster,	
  which	
  includes	
  leading	
  service	
  providers,	
  broadcasters,	
  
plaRorm	
  operators,	
  and	
  technology	
  firms.	
  Farncombe’s	
  team	
  of	
  mul)lingual	
  
industry	
  experts	
  and	
  associates	
  are	
  based	
  in	
  the	
  UK	
  and	
  France.	
  	
  As	
  of	
  July	
  
2015,	
  we	
  are	
  now	
  part	
  of	
  Cartesian.	
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Our	
  clients	
  represent	
  the	
  en)re	
  value	
  chain	
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The	
  evolu)on	
  of	
  piracy	
  

To	
  understand	
  the	
  evolu)on	
  of	
  piracy,	
  we	
  need	
  to	
  understand	
  
the	
  evolu)on	
  of	
  technology	
  and	
  video	
  services:	
  

Ø  Increase	
  in	
  broadband	
  speed	
  and	
  access	
  mechanisms	
  (4G,	
  5G,	
  Fibre)	
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  Commission	
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  piracy	
  

To	
  understand	
  the	
  evolu)on	
  of	
  piracy,	
  we	
  need	
  to	
  understand	
  
the	
  evolu)on	
  of	
  technology	
  and	
  services:	
  

Ø  Increase	
  in	
  broadband	
  speed	
  and	
  access	
  mechanisms	
  (4G,	
  5G,	
  Fibre)	
  
Ø  Change	
  in	
  viewing	
  habits	
  in	
  favour	
  of	
  IP-­‐based	
  devices,	
  on-­‐demand	
  video	
  (OTT),	
  

streaming	
  vs.	
  ownership,	
  higher	
  efficiency	
  codecs	
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Sources:	
  Digital	
  TV	
  Europe,	
  Ooyala	
  Global	
  Video	
  Index	
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  the	
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  to	
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the	
  evolu)on	
  of	
  technology	
  and	
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  broadband	
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Ø  Change	
  in	
  viewing	
  habits	
  in	
  favour	
  of	
  IP-­‐based	
  devices,	
  on-­‐demand	
  video	
  (OTT),	
  

streaming	
  vs.	
  ownership	
  
Ø  ProliferaPon	
  of	
  VoD	
  services	
  makes	
  online	
  video	
  a	
  mainstream	
  experience	
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Sources:	
  EAVO,	
  BARB,	
  Farncombe	
  analysis,	
  Variety	
  

Number	
  of	
  (legal)	
  VoD	
  services	
  (EU)	
  

539	
   642	
  

1,305	
  

1,946	
  

0	
  

500	
  

1,000	
  

1,500	
  

2,000	
  

2,500	
  

Jan-­‐10	
  Mar-­‐11	
  Apr-­‐12	
  Dec-­‐13	
  

©	
  Farncombe	
  2015	
  



A	
  “Perfect	
  Storm”	
  is	
  transforming	
  the	
  market	
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Time	
  

Cost	
  of	
  bitrate	
  	
  
delivered	
  
content	
  

Cost	
  of	
  OTT	
  
devices	
  

IP-­‐Video	
  Reach	
  

DOCSIS	
  3.0/3.1	
  
FTTx	
  

Average	
  
internet	
  

bandwidth	
  
available	
  

LTE/LTE-­‐A	
  
Wi-­‐Fi	
  B/G/N/AC	
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UHD	
  content	
  is	
  star)ng	
  to	
  appear	
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§  Delivered	
  20	
  movies	
  via	
  
VoD	
  plaUorm	
  in	
  4K	
  
resoluPon	
  in	
  2014	
  

§  Plans	
  to	
  transmit	
  live	
  4K	
  
programmes	
  in	
  2015	
  	
  

§  Dish	
  to	
  launch	
  soon	
  

§  Trialled	
  a	
  live	
  broadcast	
  of	
  the	
  
English	
  Premier	
  League	
  in	
  2013	
  

§  Plans	
  to	
  introduce	
  4K-­‐compaPble	
  
STBs	
  (‘Project	
  Ethan’)	
  

§  Assesses	
  IP	
  delivery	
  for	
  4K	
  content	
  

	
  	
  

§  Began	
  offering	
  4K	
  IPTV	
  
services	
  in	
  2014	
  

§  Plan	
  to	
  deliver	
  more	
  
than	
  500	
  programmes	
  

§  Launched	
  first	
  4K	
  
channel	
  in	
  2014	
  

§  Broadcasts	
  4	
  hours	
  of	
  
4K	
  content	
  per	
  day	
  and	
  
plans	
  to	
  have	
  2	
  full	
  4K	
  
channels	
  in	
  2015	
  

§  Launched	
  first	
  4K	
  
channel	
  in	
  2014	
  

§  NexTV	
  via	
  Sky	
  Perfect	
  
JSAT	
  broadcasts	
  6	
  hours	
  
of	
  4K	
  content	
  per	
  day	
  

§  Plans	
  for	
  4K	
  commercial	
  
channel	
  in	
  2015	
  

§  Started	
  4K	
  IPTV	
  service	
  	
  
in	
  2014	
  

§  Launched	
  India’s	
  
first	
  4K	
  set-­‐top	
  
boxes	
  in	
  2015	
  	
  

§  Plans	
  to	
  launch	
  4K	
  
service	
  in	
  Germany	
  
in	
  2015	
  or	
  2016	
  

§  Carried	
  out	
  4K	
  trials	
  for	
  
sports	
  in	
  2014	
  

§  Partnered	
  with	
  the	
  BBC	
  
and	
  Arqiva	
  for	
  the	
  trial	
  of	
  
the	
  2014	
  World	
  Cup	
  final	
  	
  

§  Partnered	
  with	
  
Samsung	
  to	
  launch	
  
4k	
  content	
  in	
  2015	
  

§  Partnered	
  with	
  
Samsung	
  to	
  launch	
  
4k	
  content	
  in	
  2015	
  

§  The	
  Ultraflix	
  app	
  is	
  on	
  Sony,	
  
Samsung,	
  Vizio,	
  and	
  Hisense	
  
TVs	
  with	
  those	
  from	
  Smart	
  
TV	
  Alliance(LG,	
  Panasonic,	
  
Sharp,	
  and	
  Toshiba)	
  to	
  follow	
  

§  Launched	
  its	
  Freebox	
  
Mini	
  4K	
  STB	
  with	
  HEVC	
  
video	
  compression	
  	
  

§  Launching	
  a	
  4k	
  STB	
  	
  in	
  
2016,	
  based	
  on	
  home	
  
grown	
  system	
  

§  Launch	
  two	
  4K	
  (one	
  is	
  
Pay	
  and	
  the	
  other	
  
Premium/PPV)	
  channels	
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  to	
  appear	
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…and	
  a	
  number	
  of	
  global	
  services	
  or	
  plaRorms	
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4K	
  security	
  requirements	
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4K	
  Security	
  Requirements	
  have	
  been	
  specified	
  
by	
  MovieLabs,	
  on	
  behalf	
  of	
  the	
  6	
  major	
  
Hollywood	
  studios	
  

Ø  First	
  published	
  in	
  September	
  2013	
  
Ø  Guidelines,	
  rather	
  than	
  firm	
  requirements	
  
Ø  Each	
  studio	
  free	
  to	
  choose	
  and	
  define	
  their	
  

own	
  approach	
  
Ø  Requirements	
  also	
  apply	
  to	
  other	
  forms	
  of	
  

ultra-­‐premium	
  content,	
  e.g.	
  High	
  Dynamic	
  
Range	
  (HDR),	
  early	
  release	
  window,	
  etc.	
  

Ø  Publically	
  available	
  at:	
  
hip://www.movielabs.com/ngvideo/MovieLabs
%20SpecificaPon%20for%20Enhanced%20Content
%20ProtecPon%20v1.1.pdf	
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4K	
  security	
  requirements	
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DRM	
  System	
  Requirements:	
  

Ø  Cryptographic	
  requirements	
  

Ø  Side	
  Channel	
  Aiack	
  (SCA)	
  resistance	
  

Ø  ConnecPvity	
  (supporPng	
  renewal,	
  license	
  
delivery)	
  

Ø  Device	
  binding	
  

Ø  Sokware	
  diversity	
  (e.g.	
  DRM	
  using	
  
downloadable	
  components)	
  

Ø  Copy	
  &	
  Title	
  diversity	
  

Ø  Run-­‐Pme	
  integrity	
  checking	
  

Ø  RevocaPon	
  and	
  renewal	
  

Ø  Breach	
  monitoring	
  

Ø  Output	
  protecPon	
  (HDCP2.2,	
  output	
  
controls)	
  

PlaRorm	
  Requirements:	
  

Ø  Cryptography	
  and	
  Random	
  Number	
  GeneraPon	
  

Ø  Side	
  Channel	
  Aiack	
  (SCA)	
  resistance	
  

Ø  Secure	
  media	
  pipeline	
  

Ø  Secure	
  computaPon	
  environment	
  (a.k.a.	
  Trusted	
  
ExecuPon	
  Environment,	
  or	
  TEE)	
  

Ø  Hardware	
  root	
  of	
  trust	
  (secure	
  boot,	
  device	
  unique	
  keys)	
  

Ø  Output	
  protecPon	
  (HDCP2.2,	
  output	
  controls)	
  

End	
  to	
  End	
  System	
  Requirements:	
  

Ø  Forensic	
  watermarking	
  (server	
  and/or	
  client)	
  

Ø  Cinavia	
  watermarking	
  

Ø  Breach	
  response	
  processes	
  and	
  agreements	
  

Ø  3rd	
  party	
  cerPficaPon	
  

The	
  MovieLabs	
  specifica)on	
  is	
  divided	
  into	
  three	
  main	
  sec)ons:	
  (a)	
  DRM	
  System	
  
Requirements,	
  (b)	
  PlaRorm	
  Requirements,	
  and	
  (c)	
  End	
  to	
  End	
  System	
  Requirements.	
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But	
  piracy	
  is	
  also	
  evolving	
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The	
  same	
  factors	
  which	
  are	
  transforming	
  the	
  user	
  experience	
  
are	
  also	
  transforming	
  piracy	
  methods	
  and	
  business	
  models	
  	
  

PRESENT	
  PAST	
  

Ø  Capture	
  encrypPon	
  
keys	
  

Ø  Technology	
  “hacks”	
  

Ø  Distribute	
  STBs/keys/
smartcards	
  

Ø  Capture	
  and	
  re-­‐stream	
  
video;	
  P2P	
  

Ø  Social	
  fraud	
  

Ø  Sell	
  content/adverPsing	
  
using	
  OTT	
  distribuPon	
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Technology	
  and	
  people	
  are	
  not	
  perfect	
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The	
  fight	
  against	
  piracy	
  needs	
  to	
  evolve	
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The	
  manner(s)	
  in	
  which	
  we	
  address	
  security	
  must	
  also	
  evolve	
  

Ø  Pirate	
  content	
  discovery	
  and	
  take-­‐down	
  

What	
  
technology	
  

is	
  
required?	
  

Ø  Fraud	
  preven)on	
  rather	
  than	
  piracy	
  prevenPon	
  

Ø  Security	
  for	
  traceability,	
  rather	
  than	
  only	
  copy	
  
preven)on	
  

Ø  Monitoring	
  of	
  systems	
  and	
  data	
  

And	
  more	
  controversially,	
  “…piracy	
  is	
  a	
  service	
  problem.	
  If	
  media	
  companies	
  start	
  
embracing	
  easy	
  to	
  use	
  digital	
  methods	
  of	
  distribu9on,	
  it’s	
  the	
  best	
  way	
  to	
  combat	
  
piracy.	
  You	
  might	
  not	
  be	
  able	
  to	
  ever	
  beat	
  “free,”	
  but	
  you	
  sure	
  as	
  hell	
  can	
  compete	
  
with	
  “easy.””	
  (Forbes)	
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merci!	
  
www.farncombe.com	
  	
  


